
Runtime Threat Detection

StackRox combines rules, whitelists, baselines, and behavioral 
modeling to identify threats at runtime in your container 
environments. 

StackRox monitors process execution, network connections and 
flows, privilege escalation, and files launched to identify threats in 
real time. The StackRox platform lets you alert on or block such 
threats.

Summary

StackRox provides an ideal CDM solution for agencies that have 
moved or will be moving critical applications to containers and 
Kubernetes, whether in the cloud or on-premises. The adage “you 
can’t secure what you can’t see” is even more relevant in the new 
container world than it ever has been in the data center. The 
ephemeral, short-lived nature of containers leaves massive blind 
spots for the traditional tools currently on the CDM APL. StackRox 
ushers in the next generation of security capabilities and aligns 
closely with the DHS CDM program to provide cutting edge 
protection of Federal agency critical applications.

Next Steps 

StackRox is available on the DHS CDM Approved Product List 
(APL) and can help Agencies meet FISMA, ISCM, and CDM 
implementation goals while providing true application security. 
Contact federal@stackrox.com to schedule a demonstration and 
discuss how to get started at your Agency.

Continuous 
Diagnostics and 
Mitigation in the Cloud

Extending CDM to Containerized 
Environment
Agencies have adopted the cloud-native stack, 
including containers and Kubernetes, to 
increase agility and accelerate their application 
development. Agency's rapid adoption of 
Kubernetes shows how critical these 
application development environments have 
become. Whether running Kubernetes on Red 
Hat OpenShift, AWS (EKS or EC2), Azure (AKS), 
Google Cloud Platform (GKE), or as 
self-managed, Federal Agencies trust StackRox 
to deliver a robust and scalable security, 
governance, and compliance solution to 
protect their container and Kubernetes 
deployments as they scale.

The initial design requirements of the DHS CDM Program were 
tailored to securing on-premises and data center 
infrastructures. As agencies have migrated to cloud 
environments and deployed container based applications, their 
security needs have evolved. The primary CDM tenets of 
indentifying network assets and reducing their vulnerabilities 
still apply, but existing solutions do not provide adequate 
security in these new environments. Agencies can leverage 
StackRox to enhance their CDM capabilities by measuring the 
effectiveness of NIST and industry standard security controls in 
containerized and Kubernetes environments.

Visibility and Control

The StackRox Kubernetes Security Platform provides 
comprehensive visibility into your cloud-native infrastructure, 
including all images, containers, pods, namespaces, Kubernetes 
deployment configurations, network communications, 
container runtime behavior, container registries, and more. 

Leverage pre-built policies or create custom policies to enforce 
security controls and respond to policy violations.

Network Segmentation, Vulnerability Management, and 
Risk Profiling 

One of the the core requirements of DHS CDM is the need to 
address the following questions: What is on the network? Who is 
on the network? What is happening on the network? 

Reducing the container attack surface starts with effective 
network segmentation, and vulnerability management. StackRox 
provides capabilities that enable comprehensive network visibility 
and control. You can see what's allowed and what's active on your 
network to determine your attack surface. With StackRox, you can 
generate and enforce tighter network policies to ensure 
maximum security.

Ensuring application images are free from vulnerabilities 
mitigates risk to container deployments before they move into 
production, and automated prioritization of new vulnerabilities 
that appear during runtime is critical to ensuring continued 
security across the entire container life cycle.

The StackRox Kubernetes Security Platform ensures images are 
free from vulnerabilities before they move into production. Use 
our built-in scanner or integrate with Anchore, Google Cloud 
Container Analysis, Quay, or another one. Run on-demand 
vulnerability searches across images, running deployments, and 
clusters to enforce policies at build, deploy, and run.

The StackRox platform streamlines vulnerability management for 
container environments by integrating with your continuous 

integration and continuous delivery (CI/CD) workflow to prevent 
known vulnerabilities from being built or deployed and by 
applying risk-based prioritization to vulnerabilities discovered 
during runtime.

The StackRox platform also collects and analyzes risk context from 
throughout the container life cycle – aspects of how it was built, 
how it was deployed, and what it has done at runtime – to 
prioritize the most important risks that need to be addressed 
immediately.

 

Compliance Management

StackRox includes an augmented compliance framework that 
provides automated checks and ongoing monitoring of controls, 
configurations, and policies for: 

• Center for Internet Security (CIS) Benchmarks for Docker and 
Kubernetes

• National Institute of Standards and Technology (NIST) SP 
800-190 

• Payment Card Industry Data Security Standard (PCI DSS) 3.2 
• Health Insurance Portability and Accountability Act (HIPAA) 

The platform provides a consistent set of features across each 
compliance standard:

• Dashboard – delivers an at-a-glance view of overall compliance 
showing violations of the relevant standard’s controls

•  Reports – offers tailored reports that can be exported to 
provide an overview of the organization’s adherence to a given 
standard or specification

• Evidence – provides the ability to export evidence that auditors 
can use to document each specific control described in a 
standard

• Integration – Stackrox can integrate and provide valuable asset, 
vulnerability and configuration settings management data to 
Agency CDM Dashboard and SOCs.

Data Sheet



Runtime Threat Detection

StackRox combines rules, whitelists, baselines, and behavioral 
modeling to identify threats at runtime in your container 
environments. 

StackRox monitors process execution, network connections and 
flows, privilege escalation, and files launched to identify threats in 
real time. The StackRox platform lets you alert on or block such 
threats.

Summary

StackRox provides an ideal CDM solution for agencies that have 
moved or will be moving critical applications to containers and 
Kubernetes, whether in the cloud or on-premises. The adage “you 
can’t secure what you can’t see” is even more relevant in the new 
container world than it ever has been in the data center. The 
ephemeral, short-lived nature of containers leaves massive blind 
spots for the traditional tools currently on the CDM APL. StackRox 
ushers in the next generation of security capabilities and aligns 
closely with the DHS CDM program to provide cutting edge 
protection of Federal agency critical applications.

Next Steps 

StackRox is available on the DHS CDM Approved Product List 
(APL) and can help Agencies meet FISMA, ISCM, and CDM 
implementation goals while providing true application security. 
Contact federal@stackrox.com to schedule a demonstration and 
discuss how to get started at your Agency.

Continuous 
Diagnostics and 
Mitigation in the Cloud

Extending CDM to Containerized 
Environment
Agencies have adopted the cloud-native stack, 
including containers and Kubernetes, to 
increase agility and accelerate their application 
development. Agency's rapid adoption of 
Kubernetes shows how critical these 
application development environments have 
become. Whether running Kubernetes on Red 
Hat OpenShift, AWS (EKS or EC2), Azure (AKS), 
Google Cloud Platform (GKE), or as 
self-managed, Federal Agencies trust StackRox 
to deliver a robust and scalable security, 
governance, and compliance solution to 
protect their container and Kubernetes 
deployments as they scale.

The initial design requirements of the DHS CDM Program were 
tailored to securing on-premises and data center 
infrastructures. As agencies have migrated to cloud 
environments and deployed container based applications, their 
security needs have evolved. The primary CDM tenets of 
indentifying network assets and reducing their vulnerabilities 
still apply, but existing solutions do not provide adequate 
security in these new environments. Agencies can leverage 
StackRox to enhance their CDM capabilities by measuring the 
effectiveness of NIST and industry standard security controls in 
containerized and Kubernetes environments.

Visibility and Control

The StackRox Kubernetes Security Platform provides 
comprehensive visibility into your cloud-native infrastructure, 
including all images, containers, pods, namespaces, Kubernetes 
deployment configurations, network communications, 
container runtime behavior, container registries, and more. 

Leverage pre-built policies or create custom policies to enforce 
security controls and respond to policy violations.

Network Segmentation, Vulnerability Management, and 
Risk Profiling 

One of the the core requirements of DHS CDM is the need to 
address the following questions: What is on the network? Who is 
on the network? What is happening on the network? 

Reducing the container attack surface starts with effective 
network segmentation, and vulnerability management. StackRox 
provides capabilities that enable comprehensive network visibility 
and control. You can see what's allowed and what's active on your 
network to determine your attack surface. With StackRox, you can 
generate and enforce tighter network policies to ensure 
maximum security.

Ensuring application images are free from vulnerabilities 
mitigates risk to container deployments before they move into 
production, and automated prioritization of new vulnerabilities 
that appear during runtime is critical to ensuring continued 
security across the entire container life cycle.

The StackRox Kubernetes Security Platform ensures images are 
free from vulnerabilities before they move into production. Use 
our built-in scanner or integrate with Anchore, Google Cloud 
Container Analysis, Quay, or another one. Run on-demand 
vulnerability searches across images, running deployments, and 
clusters to enforce policies at build, deploy, and run.

The StackRox platform streamlines vulnerability management for 
container environments by integrating with your continuous 

integration and continuous delivery (CI/CD) workflow to prevent 
known vulnerabilities from being built or deployed and by 
applying risk-based prioritization to vulnerabilities discovered 
during runtime.

The StackRox platform also collects and analyzes risk context from 
throughout the container life cycle – aspects of how it was built, 
how it was deployed, and what it has done at runtime – to 
prioritize the most important risks that need to be addressed 
immediately.

 

Compliance Management

StackRox includes an augmented compliance framework that 
provides automated checks and ongoing monitoring of controls, 
configurations, and policies for: 

• Center for Internet Security (CIS) Benchmarks for Docker and 
Kubernetes

• National Institute of Standards and Technology (NIST) SP 
800-190 

• Payment Card Industry Data Security Standard (PCI DSS) 3.2 
• Health Insurance Portability and Accountability Act (HIPAA) 

The platform provides a consistent set of features across each 
compliance standard:

• Dashboard – delivers an at-a-glance view of overall compliance 
showing violations of the relevant standard’s controls

•  Reports – offers tailored reports that can be exported to 
provide an overview of the organization’s adherence to a given 
standard or specification

• Evidence – provides the ability to export evidence that auditors 
can use to document each specific control described in a 
standard

• Integration – Stackrox can integrate and provide valuable asset, 
vulnerability and configuration settings management data to 
Agency CDM Dashboard and SOCs.

LET’S GET STARTED
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StackRox helps enterprises secure their containers and Kubernetes environments at scale. The 

StackRox Kubernetes Security Platform enables security and DevOps teams to enforce their 

compliance and security policies across the entire container life cycle, from build to deploy to 

runtime. StackRox integrates with existing DevOps and security tools, enabling teams to quickly 

operationalize container and Kubernetes security. StackRox customers span cloud-native start- 

ups Global 2000 enterprises, and government agencies.
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